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Scheduling Security-Critical
Real-Time Applications on Clusters

Tao Xie, Member, IEEE, and Xiao Qin, Member, IEEE

Abstract—Security-critical real-time applications such as military aircraft flight control systems have mandatory security requirements
in addition to stringent timing constraints. Conventional real-time scheduling algorithms, however, either disregard applications’
security needs and thus expose the applications to security threats or run applications at inferior security levels without optimizing
security performance. In recognition that many applications running on clusters demand both real-time performance and security, we
investigate the problem of scheduling a set of independent real-time tasks with various security requirements. We build a security
overhead model that can be used to reasonably measure security overheads incurred by the security-critical tasks. Next, we propose a
security-aware real-time heuristic strategy for clusters (SAREC), which integrates security requirements into the scheduling for real-
time applications on clusters. Further, to evaluate the performance of SAREC, we incorporate the earliest deadline first (EDF)
scheduling policy into SAREC to implement a novel security-aware real-time scheduling algorithm (SAEDF). Experimental results from
both real-world traces and a real application show that SAEDF significantly improves security over three existing scheduling algorithms
(EDF, Least Laxity First, and First Come First Serve) by up to 266.7 percent while achieving high schedulability.

Index Terms—Clusters, scheduling, real-time systems, security-critical applications, security overhead model.

1 INTRODUCTION

CLUSTERS have become the most cost-effective computa-
tional platforms for scientific applications [29], [30]. As
typical scientific simulation and computation require a
large amount of computing power, it is common practice to
apply cluster computing systems where nodes are inter-
connected through high-speed networks to meet the needs
of complex scientific computing [4], [28]. Meanwhile, a
growing number of real-time applications have been
developed and deployed in clusters [4], [19], [31], [32].
The correctness of real-time applications depends not only
on the logical computation being performed, but also on the
time at which the results are produced [16]. Real-time appli-
cations can be classified into two camps: hard real-time and
soft real-time applications. Hard real-time applications
require a guarantee that all real-time tasks complete within
specified deadlines. Soft real-time systems, on the other
hand, are less restrictive and do not require the completion
of all tasks within deadlines. Examples of hard real-time
applications include aircraft control, radar for tracking
missiles, and medical electronics. Online transaction pro-
cessing systems are examples of soft real-time applications.

Nowadays, security is of critical importance for a wide
range of real-time applications on clusters [4], [5], [6], [11],
[27], [36]. For example, in a real-time stock quote update
and trading system, incoming requests from business

partners and outgoing responses from an enterprise’s
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back-end application have deadlines and security require-
ments, which have to be dealt with by a cluster located
between the business partners and enterprise back-end
applications [13]. Unfortunately, since clusters are built to
execute a broad spectrum of unverified user-implemented
applications from a vast number of different users, both
applications and users can be sources of security threats to
clusters [47]. For example, the vulnerabilities of applications
can be exploited by hackers to compromise the clusters and
malicious users can access the clusters to launch denial of
service attacks. Even a legitimate user may tamper with
shared data or excessively consume computing cycles to
disrupt services available to other cluster users [47]. On the
other hand, however, many existing cluster computing
environments have not employed any security mechanism
to counter the security threats [11]. Thus, it is mandatory to
deploy security services to protect security-critical applica-
tions running on clusters. Since snooping, alteration, and
spoofing are three common attacks in cluster environments,
we considered three security services (authentication
service, integrity service, and confidentiality service) to
guard against the common threats to clusters. Snooping, an
unauthorized interception of information, can be countered
by confidentiality services. Alteration is an unauthorized
change of information. Integrity services can be used to
cope with threats of alteration. Spoofing, an impersonation
of one entity by another, can be countered by authentication
services [7]. With the three security services in place, users
can flexibly select the security services to form an integrated
security protection against a diversity of threats and attacks
in a cluster environment.

Scheduling algorithms play a key role in obtaining a high
performance in cluster computing [41], [49]. Unfortunately,
conventional real-time scheduling algorithms, which were
developed to mainly guarantee timing constraints while
possibly ignoring security requirements, are not adequate
for security-critical real-time applications on clusters. In this
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Fig. 1. Security-aware real-time scheduling framework.

study, we focus on a way of scheduling security-critical real-
time applications in a cluster environment where the
aforementioned security services are employed. We propose
a security-aware real-time heuristic strategy on clusters
(SAREC) which integrates security requirements into real-
time scheduling for applications running on clusters. To
illustrate the effectiveness of SAREC, we implement a
security-aware real-time scheduling algorithm (Security-
Aware EDF or SAEDF for short) by incorporating the earliest
deadline first (EDF) scheduling into SAREC. It is worth
noting that SAREC is a flexible security-aware strategy in the
sense that 1) the fundamental idea of SAREC can be readily
extended to handle other QoS parameters such as power,
fault tolerance, etc. and 2) SAREC can be easily combined
together with other existing real-time scheduling policies like
the least-laxity-first algorithm [24] (see Section 6.8), thereby
making the existing scheduling algorithms adaptable to
accommodating security requirements.

Fig. 1 depicts the security-aware scheduling framework.
The scheduling core implements logic and timing mecha-
nisms for waiting and relies on the SAREC strategy to
decide quality of security for newly arrived tasks. SAREC is
independent of scheduling policies and it is implemented as
a module that can perform in concert with real-time
scheduling policies. In doing so, it is easy to integrate the
security-aware heuristic strategy into any real-time sche-
duling policy.

The main contributions of this paper are:

1. an analysis of security and real-time performance
needs of various applications running on clusters,

2. a security overhead model needed for quantita-
tively measuring overheads introduced by security
services,

3. a security-aware heuristic strategy that can be
integrated into existing real-time scheduling policies,

4. two new performance metrics used to evaluate the
security performance of our approach, and

5. a simulated cluster where the SAEDF algorithm is
implemented and evaluated.

The rest of the paper is organized as follows: Section 2
outlines related work in this area. In Section 3, we present a
security-aware real-time scheduling architecture and a task
model with security requirements. Section 4 proposes a
security overhead model. In Section 5, we present a
security-aware scheduling algorithm and investigate its
properties. Performance analysis of the SAEDF algorithm is
discussed in Section 6. Section 7 concludes the paper with a
summary and future work.

2 ReLATED WORK

A large amount of work has been done to develop
scheduling algorithms for clusters [39], [41]. Zhang et al.
compared the advantages of various dynamic scheduling
strategies over traditional gang scheduling [49]. Subramani
et al. incorporated a buddy scheme for contiguous node
allocation into a backfilling job scheduler for clusters [39].
Vallee et al. proposed a global scheduler architecture that
can dynamically change scheduling policies while applica-
tions are running on clusters [41]. Although these schedul-
ing algorithms can achieve high performance for non-real-
time applications, they are not suitable for real-time
applications due to the lack of guarantee to finish real-time
tasks to meet their deadlines.

The problem of real-time scheduling was extensively
studied in the past both theoretically and experimentally.
Real-time scheduling algorithms generally fall into two
categories: static (offline) [1] and dynamic (online) [10], [21].
Many scheduling algorithms assume that real-time tasks are
independent of one other [40], whereas others can schedule
tasks with precedence constraints [1]. Conventional real-
time scheduling algorithms like the Rate Monotonic (RM)
algorithm [25], Earliest Deadline First (EDF) [38], and
Spring scheduling algorithm [33] were successfully applied
in real-time systems. Most existing real-time scheduling
algorithms perform poorly for applications with both time
and security constraints because they generally ignore
security requirements imposed by real-time applications.

Recently, increasing attention has been directed toward
the issue of security in the context of clusters because
efficient and flexible security has become a baseline
requirement. Apvrille and Pourzandi developed a new
security policy language named distributed security policy,
or DSP, for clusters [5]. Wright et al. proposed a security
architecture for a network of computers bound together by
an overlying framework that can be used to provide users a
powerful virtual heterogeneous machine [42]. The language
offers a precise way to customize security of clusters. Yurcik
et al. developed tools for managing cluster security via
process monitoring [46]. Connelly and Chien proposed an
approach to protecting tightly coupled, high-performance
component communications [11]. Azzedin and Maheswar-
an applied the notion of “trust” into resource management
of a large-scale wide-area system [6]. However, the security
techniques mentioned above are not appropriate for real-
time applications due to the lack of ability to express and
handle timing constraints.

Some work was done to incorporate security into a
variety of real-time applications. George and Haritsa
proposed concurrency control protocols to support applica-
tions with real-time and security requirements [15]. Ahmed
and Vrbsky developed a secure optimistic concurrency
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Fig. 2. Security-aware real-time scheduling architecture.

control protocol that can make trade-offs between security
and real-time requirements [3]. Son et al. proposed a way of
trading off quality of security to achieve required real-time
performance [35]. In [36], a new scheme was developed to
improve timeliness by allowing partial violations of
security. Our work is fundamentally different from the
above approaches because they are focused on concurrency
control protocols, whereas our goal is to develop security-
aware real-time scheduling algorithms.

Song et al. developed security-driven scheduling algo-
rithms for grids [37]. Very recently, we proposed a family of
dynamic security-aware scheduling algorithms for single
machines [45] and Grids [43]. We conducted simulations to
show that the proposed algorithms can consistently im-
prove overall system performance in terms of quality of
security and system schedulability under a wide range of
workload conditions.

3 SECURITY AND REAL-TIME REQUIREMENTS
3.1 Security-Aware Scheduling Architecture

We focus in this study on an m-node cluster in which
m identical nodes are connected via a high-speed network,
e.g., Myrinet and Fast Ethernet, to process soft real-time
tasks submitted by r users. Let N ={Ny,Na,...,N,}
denote a set of identical computational nodes. The
architecture of security-aware real-time scheduling shown
in Fig. 2 encompasses the SAREC strategy and a real-time
scheduler. The SAREC strategy is implemented in form of a
security level controller and an admission controller. In this
study, we build the real-time scheduler using the EDF
policy, for which other real-time scheduling policies can be
substituted. The admission controller determines if an
arriving task in a schedule queue can be accepted or not,
whereas the security level controller aims at maximizing the
security levels of admitted tasks.

The schedule queue maintained by the admission
controller is deployed to accommodate incoming real-time
tasks. If the deadline and minimal security requirements of
an incoming task can be guaranteed, the admission
controller will place the task in an accepted queue for further
processing. Otherwise, the task will be dropped into a
rejected queue. The real-time scheduler processes all the
accepted tasks by its scheduling policy before the tasks are
transmitted into a dispatch queue, where the security level

Dispatch
Queue

Q

controller escalates the security level of the first task under
two conditions: 1) The security level promotion will not
make the first task miss its deadline and 2) increasing the
security level will not make any previously accepted task
miss its deadline. After being handled by the security level
controller, the task is dispatched to one of the designated
nodes NV; € N, referred to as a processing node, for execution.
Each processing node maintains a local queue.

3.2 Real-Time Tasks with Security Requirements
We consider a class of real-time applications, each of which
is composed of a collection of tasks performed to
accomplish an overall mission. It is assumed in this study
that tasks with soft deadlines are independent of one
another. The security requirements of each task are
represented by a set of security level ranges specified by a
user. Values of security levels are normalized to the range
from 0 to 1. For example, a task specifies security level
ranges [0.25,0.75] for the authentication service, [0.3,0.7] for
the integrity service, and [0.2,0.8] for the confidentiality
service. The higher the security levels, the more security-
sensitive the task is. The same security level value in
different security services has different meanings.

A task T; submitted by a user is modeled as a set of
rational parameters, e.g., T; = (a;, €, fi,d;,l;, S;), where a;,
e;, and f; are the arrival, execution, and finish times, d; is the
deadline, and /; denotes the amount of data (measured in
KB) to be protected. e; can be estimated by code profiling
and statistical prediction [9]. Suppose T; requires g security
services represented by a vector of security level ranges,
e.g., S;=(SHS?,...,8). The vector characterizes the
security requirements of the task. S/ is the security level
range of the jth security service required by T;. The security
level controller determines the most appropriate point s; in
space S;, e.g., s; = (s}, s?,...,s?), where sf IS S{, 1<j<q.

It is imperative for a security-aware scheduler to adopt a
way of measuring security benefits gained by each admitted
task. As such, the security benefit of task 7; is quantitatively
modeled as a security level function denoted by SL : S; — R,
where Rt is the set of positive real numbers:

iw{ =1
=1

q o )
SL(si) =Y wls],0 <w] <1,

=1

(1)
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Note that w/ is the weight of the jth security service for
task T;. Users specify in their requests the weights to reflect
relative priorities of the required security services.

X; denotes all possible schedules for task 7; and z; € X;
is a scheduling decision of T;. z; is a feasible schedule if 1)
deadline d; can be guaranteed, ie., f; <d;, and 2) the
security requirements are met, i.e., min(S?) < s/ < max(S}).
Given a real-time task T;, the security beneflt of T; is
expected to be maximized by the security level controller
(see Fig. 2) under the timing constraint:

SB(X;) = max{SL(s;(z;))}

- )

where the security level of the jth service s] (z;) is obtained
under schedule z;, and min($!) < s/(z;) < max(S]) min(S7)
and maX(SJ) are the minimum and maximum security
requirements of task 7;.

A security-aware scheduler aims at maximizing the
system’s quality of security, or security value, defined by
the sum of the security levels of admitted tasks (see (1)). Thus,
the following security value function needs to be maximized,
subject to certain timing and security constraints:

SV rpg{Zy?SB zi } (3)

where p is the number of submitted tasks, y; is set to 1 in
task T; is accepted, and is set to 0 otherwise. Substituting (2)
into (3) yields the following security value objective
function. Our proposed security-aware scheduling algo-
rithm strives to schedule tasks in a way to maximize (4):

SV(X) = I;lea)?({z (yL inea)?({Zw s](x;) }) } (4)

=

4 SecuRrITY OVERHEAD MODEL

It is critical and fundamental to quantitatively measure
overheads incurred by an array of security services because
security is achieved at the expense of performance.
However, attention paid to models used to measure
security overheads has been insufficient. Recently, Irvine
and Levin proposed a security overhead framework, which
can be used for a variety of purposes [20]. Nevertheless,
security overhead models for security services in the
context of real-time computing remains an open issue. To
enforce security in real-time applications while making
security-aware scheduling algorithms predictable and
practical, we propose in this section an effective model that
is capable of approximately, yet reasonably, measuring
security overheads experienced by tasks with security
requirements. In light of the security overhead model,
schedulers are enabled to incorporate security overheads
into the process of scheduling tasks. Particularly, the model
can be employed to compute the earliest start times and the
minimal security overhead (see (12) and (13)).

Without loss of generality, in this security overhead
model, we consider three security services widely de-
ployed in clusters, namely, confidentiality, integrity, and

TABLE 1
Cryptographic Algorithms for Confidentiality

Cryptographic Algorithms S]l_” - SL Security Level M KB/ms
SEAL 0.08 168.75
RC4 0.14 96.43
Blowfish 0.36 375
Knufu/Khafre 0.40 33.75

RC5 0.46 29.35
Rijndael 0.64 21.09

DES 0.90 15

IDEA 1.00 13.5

authentication. We assume that the clusters are available,
i.e., they respond to tasks submitted by users. Please note
that security mechanisms are not independent of one
another. Rather, it is common that multiple security
mechanisms are needed to form an integrated security
solution, which can meet complex security demands. For
example, authentication must be used in concert with
message integrity. An array of primitive security services
can be provided as building blocks for users to form
integrated security solutions for applications. To examine
the performance impact of each security service on our
scheduling policies, we individually tested the three
security services. This experimental strategy by no means
implies that in reality security services should be sepa-
rated. The security overhead model (described in Section
4.4) consists of the following three items (Sections 4.1-4.3).

4.1 Confidentiality Overhead

Encryption mechanisms support confidentiality by enci-
phering real-time applications (executable files) and data
such that information and resources are not made available
or disclosed to unauthorized persons or processes. Suppose
there are eight encryption algorithms (see Table 1) deployed
in a cluster. In accordance to the cryptographic algorithms’
performance, each algorithm is assigned a security level in
the range from 0.08 to 1. For example, we assign security
level 1 to the strongest yet slowest encryption algorithm,
IDEA (see Table 1). Security levels for the rest of the
algorithms can be computed by (5), where puf is the
performance of the ith (1 <14 < 8) encryption algorithm.

slf =13.5/pf, 1 <i < 8. (5)

Security levels of the algorithms are proportional to the
algorithms’ performance. Since computation overhead
caused by encryption mainly depends on the cryptographic
algorithms used and the size of data to be protected, Fig. 3a
shows encryption time in seconds as a function of
encryption algorithms and size of secured data measured
on a 175 MHz Dec Alpha600 machine [26].

Let s¢ be the confidentiality security level of task 7; and
the computation overhead of a selected confidentiality
service can be calculated using (6), where [; is the amount of
data whose confidentiality must be guaranteed and ¢°(s{) is
a function used to map a security level to its corresponding
encryption method’s performance.



868

CPU Cost for Confidentiality Service

= @ (-
o o o

CPU Time (second)
]
(=]

-
1=
1=
o0

o
(=
(=]

400 s
200
Size of Data (MB)©0

= ka

] n-1D‘2‘T‘Secunty Level
(a)

Fig. 3. Security overhead model.

c(si) =1;/0°(s5), 1 <i <8.

3

(6)

4.2 Integrity Overhead

Integrity services ensure that no one can modify or tamper
with data and applications while they are executing on
clusters without being detected. Integrity can be accom-
plished by using a variety of hash functions [8]. Seven
commonly used hash functions and their performance
(evaluated on a 90 MHz Pentium machine) are shown in
Table 2. Based on the hash functions’ performance, each
function is assigned a security level in the range from 0.18 to
1.0. We assign security level 1 to the strongest yet slowest
hash function, Tiger (see Table 2), and security levels for the
other hash functions can be calculated by (7), where ! is
the performance of the ith (1 < ¢ < 7) hash function.

sl =4.36/p, 1 <i<7. (7)

Let s! be the integrity security level of task 7; and the
overhead of the integrity service can be calculated using (8),
where [; is the amount of data whose integrity must be
achieved and ¢9(s!) is a function used to map a security
level to its corresponding hash function’s performance. The
security overhead model for integrity is depicted in Fig. 3b.

A(st) = 1i/o?(s]), 1 <i < T. (®)

4.3 Authentication Overhead
It is necessary that tasks be submitted from authenticated
users and, therefore, authentication services are deployed

to authenticate users who intend to access clusters [12],
[14], [17].

TABLE 2
Hash Functions for Integrity

Hash Functions Sig -Security Level 4% (sf):KB/ms

MD4 0.18 23.90
MD5 0.26 17.09
RIPEMD 0.36 12.00
RIPEMD-128 0.45 9.73
SHA-1 0.63 6.88
RIPEMD-160 0.77 5.69
Tiger 1.00 4.36
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Table 3 illustrates three authentication techniques: weak
authentication using HMAC-MD5, acceptable authentica-
tion using HMAC-SHA-1, and fair authentication using
CBC-MAC-AES. Each authentication technique is assigned
a security level, s¢, in accordance with the performance. We
assign security level 1 to the CBC-MAC-AES method.
Security levels for the other two methods can be obtained
using (9), where p is the performance of the ith (1 < ¢ < 3)
authentication method.

)

Authentication overhead ¢f(s?) of task T; is a function of
T;’s security level s!. The security overhead model for
authentication is shown in Fig. 3c.

4.4 Security Overhead Model

We can derive security overhead, which is the sum of the
overheads imposed by all involved security services. Sup-
pose task T; requires ¢ security services provided in
sequential order. Let s/ and ¢/(s!) be the security level and
overhead of the jth security service, the security overhead ¢;
experienced by T;, can be computed using (10). In particular,
the security overhead of T; with security requirements for the

slf = pt/163,1 <4 < 3.

three services above is measured by (11).
. ) .
¢ = Zc{(sf), where s € §/, (10)
j=1
¢ = Z cZ(sf), where sf € Szj (11)

Jela, e g}

Note that ci(s5), ¢/(s?), and ¢!(s}) in (11) are derived from

(6), (8), and Table 3. In the subsequent section, (11) will be

TABLE 3
Authentication Methods

Authentication Meth-
ods

sl : Security 4"« Computation

Level Time (ms)
HMAC-MD5 0.55 90
HMAC-SHA-1 0.91 148
CBC-MAC-AES 1 163
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applied to calculated the earliest start times and minimal
security overhead (see (12) and (13)).

5 THeE SAEDF ALGORITHM

In Section 3, we proposed the SAREC strategy. Now, we
evaluate the effectiveness of SAREC by proposing a novel
security-aware real-time scheduling algorithm, SAEDF
(Security-Aware EDF), which incorporates the earliest
deadline first (EDF) scheduling algorithm into the SAREC
strategy.

To support the presentation of the proposed algorithm, it
is necessary to introduce three properties. The schedule of a
task is feasible if the task is completed before its deadline.
Hence, a task has a feasible schedule on a cluster if there
exists at least one node where a valid schedule is available
for the task. More formally, this fact can be expressed by the
following property:

Property 1. If task T; has a feasible schedule on a cluster with m
nodes denoted by a set N = {N1, N,...,N,,}, the following
inequality must be satisfied:

AN; € N :esi(T;) + € + cg’”" <d;,
under the condition stated below:
VT € ]Vj,dk > d; esj(Tk) +e; + clnm < dy,

where es;(T;) is the earliest start time of task T; on node Nj, e;
and d; are the execution time and deadline of T;, and ¢™™ is the
security overhead experienced by T; when its minimal security
requirements are met. The condition enforced in Property 1
indicates that the execution of T; on N; results in no violation
of any deadlines of tasks that have been admitted to the cluster.

The earliest start time es;(7;) can be computed by (12).

>

T},»E;Vj,dkgd,'

esj(T;) =r; + er + Z ci(si) , (12)

lef{a,c,g}

where r; represents the remaining overall execution time of
a task currently running on the jth node and e+
D ietacg) Ci(5h) is the overall execution time (security over-
head is factored in) of task T} whose deadline is earlier than
that of T;. Thus, the earliest start time of T} is a sum of the
remaining overall execution time of the running task and
the overall execution times of the tasks with earlier

deadlines.
The minimal security overhead ¢™" of T, can be
calculated by the following equation:

(m{s}),

Jj€{a,c, g}

min __

(13)

where ¢/(min{S’}) denotes the overhead of the jth security
service when the corresponding minimal security require-
ment is satisfied.

Given an arrival task 7; and a node N; (IN; € N) of the
cluster, the task scheduling problem is to generate a feasible
task schedule, which satisfies the following two properties:

Property 2. Task T; meets its deadline. Thus,

es;(T}) + e + Z (s < d,

jefac.g}
where s! € S is the security level of the jth security service.

Property 3. The security level of an accepted task T; on node N
is maximized at the task’s arrival time under the assumption
that no more tasks arrive on N; after this arrival time.

The SAEDF algorithm is outlined in Fig. 4. The goal of
the algorithm is to deliver high quality of security while
guaranteeing real-time requirements for tasks running on
clusters. To achieve the goal, SAEDF strives to maximize
security level (see (1)) of each accepted task (see Step 23)
while maintaining reasonably high guarantee ratios (see
Step 5).

Before optimizing the security level of task 7; on NV,
SAEDF attempts to meet the real-time requirement of T;.
This can be accomplished by calculating the earliest start
time (see (12)) and the minimal security overhead of T; (see
(13)) in Steps 3 and 4. Next, Step 5 checks if the cluster can
meet the timing constraints of 7; and tasks whose deadlines
are later than that of T;. If the timing constraints cannot be
satisfied, Step 19 sets the 7}’s security level on N; to 0,
indicating that 7; cannot be allocated to node N;. In case no
node in the cluster can produce a feasible schedule for T}, it
is rejected by Step 25.

The security level of T; on N; is optimized in the
following way: The security service weights used in (1) and
(2) reflect the importance of the three security services,
indicating that it is desirable to give higher priorities to
security services with higher weights (see Step 6). In other
words, enhancing security levels of more important services
tends to yield a maximized security level of T; on N;.

In the case of a particular security service v; € {a, ¢, g},
Step 12 escalates the security level s;' while satisfying the
following two conditions: 1) Increasing the security level
will not lead to missing the deadline of 7; and 2) the
increment of the security level must not result in missing
deadlines of any previously admitted task. These two
conditions are, respectively, enforced by Steps 5 and 14.
Once Step 18 has finalized an array of the optimized
security levels SLI (1<j<n), Step 23 is able to further
maximize the security level of T; by identifying a node N,
that provides the maximal security level. Finally, T; is
dispatched to N, (see Step 24).

Now, we evaluate the time complexity of SAEDF as
follows:

Theorem 1. The time complexity of SAEDF is O(knm), where m
is the number of nodes in the cluster, n is the number of tasks
in the local queue of a node, and k is the number of possible
security level ranks for a particular security service v
(v eda, ¢ g}, 1 <1<3).

Proof. The time complexity of finding the earliest start time
for task T; on a node is O(n) (Step 3). To obtain the
minimal security overhead c;"'m of task T;, the time
complexity is a constant O(1) (Step 4). Sorting the
security service weights in decreasing order (Step 6) will
take a constant time O(1) since we only have three
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1.for each task T; submitted to the schedule queue do

2. for each node N; in the cluster do

3. Use Equation 12 to compute es;(T)), the earliest start time of task 7; on node N;;

4 Use Equation 13 to obtain the minimal security overhead ci””'" of task Tj;

5. if s J(T)+e +c™ <d, and AT, e N,,d, >d,es (T))+e +c,(N,)<d, (Property 1)
6 Sort the security service weights in a decreasing order of their values, e.g.,

w < w> <w],where vy, e {a,c,g},1</<3;

i

NO. 7, JULY 2006

21. if 3N e N :SL/ > 0then
22. yi <2 1; I* Accept task T; */
23. /¥ Optimize quality of security, see Equation 2 */

26.end for

7. for each security service v, € {g,c,g}, 1</<3, do

8. s} =min {Si”’ - /* Initialize the security value of security service v; */

9. end for

10. for each security service v, € {g,c,g}’ 1</<3, do

11. while S[V’ < max{S[v’} do

12. Increase security level si”/ ;

13. Use Equation 11 to calculate security overhead c;(N)) of T;on Nj;
14a. if es; (T)+etc> d; (Property 2)

14b. 3Tk eN, di > d: es; (T)+e+ ¢;(N) > di (Property 1) then

15. decrease security level sivf; break;

16. end while

17. end for

18. SL{ « SL(s,); /* Obtain the security level of T; on N; using Equation 1 */
19. else S7,7 « 0; /* Set the security level to 0 because T; has no feasible schedule on N; */
20. endfor

Find node N for T;, subject to: SLY — max {SL J },
! 1<j<n + b

24. dispatch task T; to N, according to the schedule generated above;
25. else y; < 0/* Reject T, since no feasible schedule is available */

Fig. 4. The SAEDF algorithm.

security services. To increase T;’s three security levels to
their possible maximal ranks under the constraints 14a
and 14b, the worst-case time complexity is O(3kn) (Steps
10-17). To find node N; on which the security level of
task T; is optimized (Steps 21-23), the time complexity is
O(m). Thus, the time complexity of the SAEDF algorithm
is as follows:

O(m)(0(n) + O(1) + O(1) + O(3kn)) + O(n) = O(knm).
(]

Since n, m, and k cannot be very big numbers in practice,
the time complexity of SAEDF should be low based on the
expression above. This time complexity indicates that the
execution time of SAEDF is a small value compared with
task execution times. Thus, the CPU overhead of executing
SAEDF is ignored in our experiments.

In what follows, we prove the correctness of the SAEDF
algorithm.

Theorem 2. The SAEDF algorithm satisfies Properties 2 and 3.

Proof. 1) First, we prove that SAEDF satisfies Property 2. A
task T is accepted by a cluster with m nodes denoted by
N ={Ny,Ns,...,N,,}. = : There is at least one ggglgtgl\(j
(Nj € N) on which T; has a feasible schedule. = " :
The two inequalities in Propertyl must hold. meaghit,
Task T; can be finished before its deadline d; = . The
deadline of task T; must be met. Thus, each accepted task

meets its deadline.

2) Second, we prove that SAEDF satisfies Property 3.
We can provide a proof by contradiction. There are two
cases after task T; is accepted: a) Task 7; is the last
element in the local queue of node N; based on the EDF
order. In this case, there is no other task in the local
queue of node N; which is behind 7;. The only constraint
for increasing the security level of T; is its deadline d;,
which is enforced by Step 14a in Fig. 4. The security level
of task 7; will eventually reach a critical value SL/"
(Steps 10-18 in Fig. 4), meaning that any further increase
in security level of T; will violate its deadline d;. Now,
suppose that there is a higher security level SL!
(SLzb1 > SL") for task T} which is an accepted task on
node N;. However, this SL;ZZ’1 definitely makes 7; violate
its deadline d; based on the conclusion drawn above
because of the equality SL!"" > SL¥'. S/ makes T;
miss its deadline. d; = es;(T;) + e; + ¢; > d; = T; cannot
be accepted by node N; = . This statement contradicts
our assumption that task 7; is an accepted task on N;.
Thus, SL'?Cl must be the maximal security level of T;
under this situation.

b) Task T; is not the last element in the local queue of
node N; based on the EDF order. Thus, there exists at
least one previously accepted task to be executed after T;
is finished. The timing constraint is enforced by Step 14a.
The security level of task T; will also eventually reach a
critical value SL/ (Steps 10-18 in Fig. 4), which means
that a further increase in the security level of T; will
either violate T;’s deadline or the deadlines of earlier
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accepted tasks. Now, suppose SL/” is not 7;’s maximal
security level under this circumstance and, thus, there is
a larger security level SL" (S > SL)®) for task Tj, an
accepted task on node NN; under this situation. However,
SL" will violate either deadline d; or the deadlines of
earlier accepted tasks because of the inequality
SL” > s,

Case one: SL!” violates Ti’s deadline = es;(T;) + e; +
¢ > d; = T; cannot be accepted on node N;, which
contradicts our assumption that task 7; is an accepted
task on node Nj;. Thus, SL?32 must be the maximal
security level of T; under this situation.

Case two: SL™ violates the deadlines of
earlier accepted tasks. Thus, 3JT} € Ny > d;:
es;(Ty) + ex + ¢ (N;) > di. The implication is that the
second inequality in Property 1 does not hold. Therefore,
task T; has no feasible schedule on node IV;, meaning that
T; is not an accepted task on node Nj;. This statement
contradicts our assumption that 7; is an accepted task on
node N;. Consequently, SL/* must be the maximal

securityllevel of T; under this situation. ]

6 EXPERIMENTAL RESULTS

We evaluate in this section the performance of the SAEDF
algorithm using extensive simulation experiments based on
real world traces consisting of 29,695 tasks. A competitive
advantage of conducting simulation experiments is that
performance evaluation on a large-scale cluster can be
accomplished without additional hardware cost. To reveal
performance improvements gained by our proposed algo-
rithm, we compare SAEDF with three well-known schedul-
ing algorithms, namely, EDF (Earliest Deadline First) [38],
LLF (Least Laxity First) [24], and FCFS (First Come First
Serve). To make the comparisons fair, we slightly modify the
three algorithms in such a way that they arbitrarily pick a
security level within the security level range of each service
required by a task. Although these algorithms are intended to
schedule real-time tasks with security requirements, they
make no effort to optimize the quality of security. The
baseline algorithms are briefly described below.

1. EDF: The task with the earliest deadline is always
executed first.

2. LLF: The task with the minimal laxity (slack time) is
always executed first.

3. FCFS: Tasks will be executed in nondecreasing order
of their arrival times.

The first goal of the performance evaluation is to
examine the performance improvements of SAEDF over
the three competitive algorithms. Second, we will investi-
gate the performance impacts of the security overhead
model presented in Section 4 on system performance in
terms of security value and guarantee ratio. We pay special
attention to the performance impacts of security service
weights on the four scheduling algorithms. Third, we study
the performance sensitivity of the SAEDF algorithm to CPU
capacities of the nodes in a cluster. Fourth, we evaluate the
scalability of the proposed SAEDF algorithm. Fifth, we
assess the performance impact of security-required data
size. Sixth, we compare SALLF with LLF to demonstrate
that SAREC is a general strategy, which can be incorporated

TABLE 4
Characteristics of System Parameters

Parameter Value (Fixed)-(Varied)
(100 million instruc-
CPU speed tions/second or MIPS) —

(100, 200,...800)

B (Deadline Base, or (1000 ms) — (1000, 2000, ...,

Tbase) 100000) ms
(64) — (8, 16, 32, 64, 96, 128,
Number of nodes 256)

([0.05, 40], [0.5, 20000], [1,
20000]) - ({ [0.1, 4001, [1,
200001, [2, 20000]}, { [0.2,
400], [2, 200001, [4, 20000]})
(mean, deviation)

(Mixed) — (Confidentiality
only, Integrity only, Authenti-
cation only)

Size of data to be secured
(MB)

Required security services

Weight of authentication (0.2)-(0.1,0.3)

Weight of confidentiality (0.5)-(0.1,0.2,0.3, ..., 0.8)

Weight of integrity (0.3)-(0.1,0.2,0.3, ..., 0.8)

into not only EDF but also other existing scheduling
algorithms like LLF. Last but not least, we validate the
results from the synthetic real-time tasks by running a real-
world real-time application with SAEDF. Some preliminary
results in Sections 6.2-6.3 were presented in [44].

6.1 Simulator and Simulation Parameters

Before presenting empirical results in detail, we present the
simulation model as follows. Table 4 summarizes the key
configuration parameters of the simulated clusters used in
our experiments. The parameters of nodes in clusters are
chosen to resemble real-world workstations like the Sun
SPARC-20 and Sun Ultra 10.

We modified the traces used in [18], [48] by adding
randomly generated deadlines for all tasks in the traces,
which were collected from one workstation on six different
time intervals. The assignment of deadlines is controlled by
the deadline base (Tbase) denoted as 3, which sets an upper
bound on tasks’ slack times. We use (14) to generate T;’s
deadline d;.

di = a; + e + "+ f, (14)

where a; and ¢; are the arrival and execution times obtained
from the real-world traces. ¢["** is the maximal security

overhead (measured in ms), which is computed by (15).

cmex Z c{(max{sf})

jefa,c, g}

(15)

where ¢/(max{S/}) represents the overhead of the
Jjth security service for T; when the corresponding maximal
requirement is fulfilled.

Although CPU demands of tasks submitted to the clusters
are taken directly from the existing traces, deadlines are
synthetically generated in accordance with the above model.
The simplification weakens correlations between real-time
requirements and other workload characteristics. However,



872 IEEE TRANSACTIONS ON COMPUTERS, VOL. 55, NO. 7, JULY 2006
All Security Services All Security Services © 1.0 All Security Services
100%l| —+ SAEDF —+- SAEDF 2 ool| ~—+- SAEDF
onl| e 10 —— EDF £ o8}/ — EDF -
= = St
8 LLF )’*_*,*,--P*""'* g 0ol LLF S S o7 LLF *‘*'*,4-
gsn% —— FCFS P @ 08l — FCFS ot E —— FCFS e
@ 70% i > pEme Fos o ]
8 e 207 e 05 o Pamp——
< 60% e 506 + PR, S 0'4 +,,+""' **/*’* ]
© ¥ O 05} g ¥ ® # ke
S 50% 2 B 703l + e
o 0 04} */o/* 20 A+
40% i 03 | so2f "
30% M 02 L e O] E 0.1 0000 ¢ 090 Seaon e SO0
20% 0_1 ||||||||||||||||||||||||||||||||||||||

1234567 8 910152030405060708090100
Thase (second)

(@)

12345 6,78 910152030405060708090100
'IJbase ? seconcﬂ

(b)

1234567 8 910152030405060708090100
Tbase (second)

(c)

Fig. 5. Simulation performance of four scheduling algorithms.

in the experiments, we can examine the impacts of
deadlines on system performance by controlling the
deadlines as fundamental simulation parameters (see
Section 6.2). Similarly, each task was synthetically as-
signed a block of data that needs to be protected from
being disclosed or tampered. The impact of security-
required data size is examined in Section 6.7. The
performance metrics by which we evaluate system
performance include: security value (SV, see (4)), guarantee
ratio (GR, measured as a fraction of total submitted tasks
that are found to be schedulable), and overall system
performance (OSP, defined as a product of the normalized
security value and guarantee ratio, see (16)).

OSP =GR« SV. (16)

6.2 Overall Performance Comparisons

The goal of this experiment is twofold: 1) to compare the
proposed SAEDF algorithm against the three alternatives
and 2) to understand the sensitivity of SAEDF to
parameter (3, or deadline base (Tbase). To stress the
evaluation, we assume that each task arrived in the cluster
requires all of the three security services. Without loss of
generality, it is assumed that no page fault occurs during
the execution of each real-time task. This is because, in the
case where a task experiences page faults, time in handling
the page faults will be factored in its execution time.

Fig. 5 shows the simulation results for these four
algorithms on a cluster with 64 nodes. We observe from
Fig. 5a that SAEDF and EDF exhibit similar performance in
terms of guarantee ratio, whereas SAEDF noticeably out-
performs LLF and FCFS algorithms. Although LLF is a real-
time scheduling algorithm, it does not favor short tasks as
EDF does. Therefore, many subsequent short tasks are
likely to miss their deadlines due to the acceptance of long
tasks. FCFS has the lowest guarantee ratios because FCFS is
a non-real-time scheduling policy. It is observed that
SAEDF and EDF maintain high guarantee ratios. We
attribute the guarantee ratio improvement of SAEDF over
LLF and FCFS to the fact that SAEDF judiciously boosts the
security levels of accepted tasks under the condition that
timing constraints are met. Fig. 5b plots security values of
the four algorithms when the deadline base is increased
from 1 to 100 seconds. Fig. 5b reveals that SAEDF
consistently performs better, with respect to quality of
security, than all the rest of the approaches. Specifically,
SAEDF outperforms EDF, LLF, and FCFS in security value

by averages of 43.6 percent, 248.9 percent, and 266.7 percent,
respectively. Interestingly, when the deadlines become
loose, the performance improvements of SAEDF over the
three competitors are more pronounced. This is because the
SAEDF approach is capable of employing slack times to
improve the quality of security of accepted tasks. Therefore,
the more slack time available, the higher the security value
that can be achieved. The results clearly indicate that
clusters can gain more performance benefits from the
SAEDF algorithm under workload conditions where real-
time tasks have loose deadlines.

Fig. 5¢ plots the overall system performance improve-
ments achieved by SAEDF. An observation made from
Fig. 5c is that SAEDF significantly outperforms the other
three alternatives. This can be explained by the fact that,
although the guarantee ratios of SAEDF and EDF are
similar, SAEDF considerably improves security values over
the other algorithms while achieving higher guarantee ratio
than LLF and FCFS. The result suggests that, if quality of
security is the sole objective in scheduling, SAEDF is more
suitable for clusters than the other algorithms. In contrast, if
schedulability is the only performance objective, SAEDF can
maintain the same guarantee ratios as those of EDF, which
is inferior to SAEDF in terms of security.

6.3 Impact of the Security Overhead Model

This subsection is focused on the performance impact of the
security overhead model presented in Section 4. Specifically,
we evaluate the performance of the four algorithms in the
cases where each task poses a requirement on one of the three
security services. The goal is to examine the performance
impact of each security service on the scheduling policies.
These experimental settings do not necessarily imply that
security services should be separated. On the contrary,
multiple security mechanisms in most cases are aggregated
to form an integrated security solution.

Fig. 6, Fig. 7, and Fig. 8 show the performance impacts of
the authentication, confidentiality, and integrity services,
respectively. We observe from the figures that SAEDF
delivers better overall system performance than the other
competitors under a wide range of workload conditions.
This result is consistent with that observed from the
previous experiments (see Fig. 5), where each task requires
multiple security services. Interestingly, the security im-
provements are more pronounced when the confidentiality
or integrity service is required than when the authentication
service is needed. The reason is threefold. First, there
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Fig. 8. Performance impact of the integrity security service.

simply exist three security levels for the authentication
service in the security overhead model and the granularity
of the security levels for authentication is coarser than those
of the confidentiality and integrity services. Second, the
authentication overhead is less than that of the confidenti-
ality and integrity services in most cases. Thus, it is
relatively easy to achieve a higher security level in the
authentication service for an accepted task. Third, the
confidentiality and integrity overheads rely on the amount
of data to be protected, whereas the authentication over-
head is independent of the security-required data size.

6.4 Impact of Security Service Weights
Recall that the security level model proposed in Section 3.2
is comprised of multiple security levels for a diversity of

security services like confidentiality, integrity, and authen-
tication. Each service required by a task is assigned a
weight, which reflects the priority of the service. To study
the impact of security service weights on performance of
SAEDF, we set the authentication weight to a constant value
and varied the confidentiality and integrity weights.
Specifically, Fig. 9 plots the performances of the four
algorithms when the confidentiality weight is increased
from 0.1 to 0.8, whereas Fig. 10 depicts the performances
when the confidentiality weight varies from 0.1 to 0.6.

The first observation drawn from Fig. 9 and Fig. 10 is
that, for all the algorithms, the performance in guarantee
ratio is independent of the security service weights. The
implication of this result is that the security service weights
are irrelevant to the overall execution times of tasks. The
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second intriguing observation made from Fig. 9 and Fig. 10
is that the confidentiality and integrity weights slightly
affect the security performance of SAEDF, while making
considerable impact on the other three algorithms in terms
of security value. This is because, at the same security level,
the confidentiality service overhead is relatively smaller
than the integrity service overhead. Consequently, the
overall security values of accepted tasks tend to increase
when the confidentiality weight goes up. These results
indicate that SAEDF can marginally improve security
performance for workloads where confidentiality service
is more important than the other concerns.

6.5 Sensitivities to CPU Capacity

To examine the performance sensitivities of the four
algorithms to CPU capacity, in this set of experiments, we
varied the CPU capacity from 100 to 800 MIPS with

increments of 100 MIPS.
The results reported in Fig. 11 reveal that SAEDF

outperforms the other three alternatives in terms of security
value and overall system performance. With respect to
guarantee ratio, SAEDF exhibits a similar performance to
EDF and LLF. The guarantee ratio of FCFS even decreases
when CPU capacity enlarges. This is mainly because tasks
with long execution times can be admitted when the CPU
capacity is high and, therefore, there is a strong likelihood
for more small tasks to miss their deadlines.

6.6 Scalability

This experiment is intended to investigate the scalability of
the SAEDF algorithm. We scale the number of nodes in a
cluster from 8 to 256. Fig. 12 plots the performances as
functions of the number of nodes in the cluster. It is
observed from Fig. 12 that the amount of improvement
achieved by SAEDF becomes more prominent with the
increasing value of the node number. This result shows that
the SAEDF approach exhibits good scalability.

Fig. 13 shows the improvements of SAEDF in overall
system performance over the other three policies. SAEDF
outperforms the three baseline algorithms in terms of
overall system performance by averages of 70.4 percent,
201.2 percent, and 625.6 percent, respectively.

6.7 Security-Required Data Size
In this set of experiments, we evaluated the performance
impact of security-required data size. We tested three
configurations of data size (see Table 4). The laxity is chosen
to be 1,000 milliseconds. Without loss of generality, we
assume that the distribution of the data size is a normal
distribution. The mean size of the security-required data
varies from 50 KB to 4 MB and the standard deviation
changes from 40 to 20,000. For example, in configl, the
mean size is 50 KB for short tasks, 500 KB for middle tasks,
and 1 MB for long tasks. The standard deviation is set to 40
for short tasks and set to 20,000 for medium and long tasks.
There are several important observations that can be
drawn from Fig. 14. First, when the security-required data
size increases, the guarantee ratio of SAEDF remains almost
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unchanged, while SAEDF’s security value drops. This
phenomenon reveals that SAEDF is a security-aware
algorithm, which judiciously lowers the accepted tasks’
security levels under heavily loaded conditions in order to
accommodate more tasks. Unlike SAEDF, the guarantee
ratio of EDF noticeably decreases with the increasing size of
security-required data. Second, Fig. 14 shows that the
guarantee ratios of LLF and FCFS increase with the growing
size of security-required data. This is because large tasks are
more likely to be dropped due to their high security
overhead caused by enlarged security-required data size.
As a result, a vast majority of the small tasks submitted to
the cluster can be finished before their deadlines.

6.8 Integrate SAREC into LLF

To demonstrate that SAREC is a general security-aware
strategy that can be incorporated into other existing real-time
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Fig. 13. Overall system performance improvement.
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scheduling algorithms, we integrate SAREC with the least-
laxity-first algorithm (LLF) [24] to construct a new
algorithm called SALLF (Security-Aware LLF). Now, we
evaluate the performance of SALLF in this subsection.

One important observation from Fig. 15 is that SALLF
outperforms LLF in all cases. Specifically, SALLF improves
the guarantee ratio over LLF by an average of 6.1 percent
and outperforms LLF in terms of security value by an
average of 55.8 percent. The rationale behind these results is
that SALLF can maximize guarantee ratios by adaptively
adjusting tasks’ security levels, while LLF has no capability
of optimizing security levels.

6.9 A Real Application—Aircraft Flight Control

To validate the results from the trace-driven simulations,
we applied our SAEDF algorithm to a real world system—
an automated flight control system [2]. Table 5 shows the
set of parameters present for all real-time tasks, including
execution time, period, and three configurations of size of
data to be secured.

The automated flight control system was utilized to fly a
simulated model of an F-16 fighter aircraft. Details of the
automated flight control system can be found in [23], [24].
In this system all the flight control tasks—including Guid-
ance, Slow Navigation, Fast Navigation, Controller, and
Missile Control—need to be executed in real-time to meet
their deadlines. The functions of these five tasks are
summarized as follows [2]: The “Guidance” task sets the
reference trajectory of the aircraft in terms of altitude and
heading; the “Controller” is responsible for executing the
closed-loop control functions that deal with actuator
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commands; the two “Navigation” tasks read sensor values
distinguished by the required update frequency; and,
finally, the “Missile Control” task is responsible for reading
radar and firing missiles. These separate tasks are manda-
tory to control the aircraft during flight and they are all
cyclic tasks with multiple versions.

It is assumed that

all tasks have known bounded execution times,
task arrivals are independent,

each task’s deadline is equal to its period, and
4. tasks are nonpreemptive in nature [2].

we =

Table 5 shows that each of the five tasks has multiple
versions distinguished by their period or execution time.

Since the automated flight control system is applied in a
military battle field, where security requirements such as
data confidentiality are mandatory, we synthetically choose
security-required data sizes during the execution of each
version of the five tasks. Each version of a task requires
confidentiality, integrity, and authentication services. The
security overhead for each task instance, which is computed
using (11), largely depends on the security-required data
size. To evaluate the performance of our SAEDF algorithm
under various scenarios, we constructed three configura-
tions of the security-required data size for each version of
the tasks (see columns 4, 5, and 6 in Table 5). In configl, we
choose a relatively low security level for each task instance.
Config? represents a medium security level, whereas
config3 reflects a relatively high security level to each task
version. The experimental parameters for the automated
light control system are summarized in Table 6.

In this experiment, the arrival times, deadlines, and
execution times of task instances are based on the real
application. The arrival time of a task instance 7; can be

0
123456 _7_ 8 9 10152030405060708090100
base (second)

02

Bl SALLF
W LLF

Overall System Performance
o

0

123456 9 10152030485)060708090100

7.8
Thase (secon

derived from T;’s period, and the deadline of T; is equal to
T;’s period. All five tasks start to submit their task instances
to the system at the same time, e.g., start time 7. Each task
randomly selects one of its versions and submits it to the
system. The rationale behind the random task version
submission is that available system resources are dynamic

TABLE 5
Task Model Parameters for Automated Flight Control System

Exec

g Period | Config1 Config2 | Config3
Task (Tr'n“;? (sec) | (KB) ’ (KB) ’ (KB)g
Guidance | 100 10 300 400 500
100 5 300 400 500
100 1 300 400 500
Controller 80 5 200 300 500
60 1 100 100 500
80 1 100 100 500
60 0.2 50 50 200
80 0.2 50 50 200
ﬁf\‘g’gaﬁon 100 10 300 400 500
100 5 300 400 500
100 1 300 400 500
Ezf/tigaﬁon 60 5 200 300 200
60 1 100 100 200
60 0.2 50 50 200
'\C/Iésnsiirlg 500 10 1000 | 2000 | 1000
500 1 500 500 1000
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TABLE 6
Experimental Parameters for Automated Flight Control System
Parameter Value
CPU speed 1000 MIPS
Number of nodes 128

Confidentiality, Integrity

Required security services and Authentication

Weight of authentication 0.2

Weight of confidentiality 0.5

Weight of integrity 0.3

Number of F-16 aircraft 64, 128
Sample period 600 Second

and unpredictable. For example, when some nodes in the
system fail at an unknown time, an inferior version of a task
will be executed. We sampled task instances that were
submitted to the system within 600 seconds since 7
because the system behavior was already manifest after
this period of time. In this experiment, we sampled
1,293 task instances.

We simulated a 128-node system where each node has a
1,000 MIPS CPU. We considered two node-to-aircraft
configurations: 1) 128 nodes were used to control 128 aircraft
and 2) 128 nodes controlled 64 aircraft. In the first
experimental setting, each node was responsible for con-
trolling one aircraft and, in the second setting, two nodes
controlled one aircraft in a cooperative manner. The goal of
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the first case is to test the performance under a heavily
loaded condition, whereas the second case is focused on the
system performance under relatively light workloads.

The experimental results are shown in Fig. 16 and Fig. 17.
Three observations are evident from Fig. 16. First, when the
size of the security-required data increases, the guarantee
ratio, security, and overall performance of the four
algorithms noticeably decrease. This is because the security
overhead rises with the increasing security-required data
size. Consequently, the number of feasible tasks is reduced
and the quality of security suffers.

Second, when 128 nodes are utilized to control 128 aircraft,
the guarantee ratio of SAEDF on average is only 79.84 percent,
meaning that the system is slightly overloaded. In such a
workload situation, SAEDF consistently outperforms the
other three algorithms in quality of security (see Fig. 16b)
while maintaining the same guarantee ratio performance as
EDF (see Fig. 16a). The results demonstrate that SAEDF can
maintain the same level of schedulability as EDF while
significantly improving the security (by an average of
50.13 percent). More importantly, SAEDF significantly out-
performed EDF, LLF, and FCFS in overall system perfor-
mance, which is the most crucial metric for security-critical
real-time systems, by averages of 50.11 percent, 50.97 percent,
and 49.61 percent, respectively. The implication of this
finding is that, when system workloads are high, SAEDF
can significantly improve overall system performance with-
out adding extra hardware.

In the case where 128 nodes control 64 aircraft, the
average guarantee ratio of SAEDF is 93.93 percent (see
Fig. 17). Under such a light workload condition, the
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guarantee ratios of SAEDF and the other three alternatives
are almost identical. We attribute this result to the fact that,
when an aircraft is controlled by two computers, almost all
the tasks dedicated to the aircraft can be accomplished
before their deadlines because of the sufficient computa-
tional resources. In addition, the results presented in Fig. 17
indicate that, although EDF and LLF can achieve 94.12 per-
cent and 93.26 percent in guarantee ratio, their average
security values are as low as 0.62. These results suggest that
EDF and LLF are unsuitable for security sensitive applica-
tions. By using SAEDF as a security-aware scheduling
heuristic, performance in security value is improved by an
average of 50 percent over EDF and LLF.

7 SUMMARY AND FUTURE WORK

We presented in this paper a novel security-aware heuristic
strategy (SAREC) for real-time applications on clusters. This
strategy paves the way to the design of security-aware real-
time scheduling algorithms. To make such security-aware
scheduling algorithms practical, we proposed a security
overhead model to quantitatively measure overheads of
security services such as confidentiality, integrity, and
authentication required by real-time applications. In doing
s0, security overheads can be taken into consideration in the
process of scheduling real-time tasks. The effectiveness of
the SAREC strategy was evaluated by implementing a novel
security-aware real-time scheduling algorithm (SAEDEF),
which incorporates the earliest deadline first (EDF) sche-
duling algorithm into the SAREC strategy. SAREC is a
general strategy in the sense that it can be applied to other
existing real-time scheduling policies like LLF (see Sec-
tion 6.8). To quantitatively validate the performance of the
SAEDF algorithm, we conducted extensive trace-driven
simulations and introduced two new performance metrics,
namely, security value (see (4)) and overall system
performance (see (16)). Security value is a collective value
of each accepted application’s security level and it can be
used to measure the quality of security experienced by all
schedulable real-time tasks. Overall system performance,
the most important performance metric for security-critical
real-time systems, is a comprehensive metric defined as a
product of security value and guarantee ratio. Experimental
results based on real-world traces and a real application
show that SAEDF achieves overall system performance over
three existing scheduling algorithms (EDF, LLF, and FCFS)
by an average of 32.9 percent, 575.7 percent, and 713.6 per-
cent, respectively. In addition, the empirical results reveal
that SAEDF significantly improves quality of security for
real-time tasks while maintaining high guarantee ratios
under a wide range of workload characteristics.

Future studies in this research can be performed in the
following directions:

1. Extend our security overhead models to multi-
dimensional computing resources. For now, we
simply consider CPU time, which is only one
computing resource consumed by the security
services. Memory, network bandwidth, and storage
capacities should be considered in the future.

2. Accommodate more security services into our
security overhead model. Besides the three security

IEEE TRANSACTIONS ON COMPUTERS, VOL. 55, NO.7, JULY 2006

services discussed, we plan to take authorization
and auditing services into consideration.

3. Extend SAREC strategy to heterogeneous distribu-
ted systems. In a heterogeneous computing system,
different nodes have different powers and resources.
Thus, the same security requirement for a particular
security service will result in different amounts of
overhead. A node-dependable security overhead
calculating model should be developed.
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